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AHHOTauuA

Foreman — 3To cpeAcTBO aBTOMaTM3auuy NOBTOPSIIOLLMXCS 3a[ady, pa3BEPTbIBAHUSI NPUMIOXEHWIA,
ynpas/ieHns1 LMKIOM XW3HW BalUNX CEPBEPOB MO OTAENBHOCTM UK B 061ake.

[aHHOEe PYKOBOACTBO COOTBETCTBYET TEKYLLEMY COCTOSIHUIO CBEAEHWI, HO KakMe-1mb0 OKoHYaTesbHble
npaBKn MOIN He NonacTb B HEro. B cnlyyae o6HapyXXeHusi oMBOK N HETOUHOCTE B pyKOBOACTBO
BHOCSTCS USMEHEHWSA.

1. YctaHoBKa cBA3kM Foreman-Puppet

NnaBa 1. YcTaHOBKa cBA3KM Foreman-Puppet

1.1. MNMoarotoBka cUCTEMbI K YCTAHOBKE cepBepa Foreman
1.2. YctaHoBka PostgreSQL
1.3. YctaHoBka Puppet Server
1.4. Foreman
1.5. YctaHoBka Smart Proxy
1.6. HacTtpoiika mogyns ENC gnsa B3ammogelicteusi ¢ Puppetserver
1.7. Jo6aBneHne nnarvHoB
1.8. HacTtpolika areHTa Puppet
1.9. Otnagka
B paHHOM pasgene onvcaHa HacTpoiika cepeepa.

[na co3pgaHua cBasku Foreman-Puppet cnegyet ycTaHOBUTL cnenyoline nogcucTeMsl:


https://www.altlinux.org/FreeIPA/
https://www.altlinux.org/FreeIPA/
http://docs.altlinux.org/
http://docs.altlinux.org/

HacToiika nocne 06HOBMEHUS [O/MKHA NPOU3BOAUTCS MO ITOMY e NOPS/KY.

1.1. MoarotoBka cuctemMbl K ycTaHOBKe cepBepa Foreman

B aTom pasgene nepeuncneHbl TpeboBaHnsa ansa yctaHoBkn cepepa FreelPA. MNepes ycTaHOBKOA
HeobxoouMo y6eanTbes, YTo CUCTEMAa COOTBETCTBYET aTUM TPeboBaHUAM.

1.1.1. OnncaHue cteHga

OnuvcaHve cteHga:
Cepsep Foreman — 192.168.0.148 foreman.test.alt
KnneHt — 192.168.0.181 clientl.test.alt
KnueHt — 192.168.0.140 client2.test.alt

[nsi KOppekTHOIA paboTbl cepBepa, HeobXoANMO, 3aAaTb emy nosiHoe goMeHHoe uMs (FQDN). Nms
cepBepy MOXHO Ha3Ha4YUTb KOMaHAOM:

# hostnamectl set-hostname foreman.test.alt

VimeHa cepBepa 1 KIMEeHTOB AO/MKHbI paspeluatbes yepes DNS-cepsep nnn /etc/hosts.

Ecnu B cetn HeT DNS-cepBepa Ha Kaxaom xocTte B thaiine /etc/hosts Heobxogumo ykasaTb MMs
cepBepa 1 K/MeHTa:

# echo "192.168.0.148 foreman.test.alt foreman" >> /etc/hosts

# echo "192.168.0.181 clientl.test.alt clientl" >> /etc/hosts

# echo "192.168.0.140 client2.test.alt client2" >> /etc/hosts
1.1.2. CucremHble Tpe6oBaHUA K cepBepy Foreman

CunctemHble TpeboBaHus As1a Foreman 3aBUCAT r/1aBHbIM 06pPa3oM OT KOMIMYecTBa 3arnpocoB, KOTopble
OH ByfeT nosnyyatb (KONMYeCTBO KNIMEHTOB yNpaB/eHnsa KoHurypaumen, akTMBHOCTU Be6-nHTepdeiica
W ApYyrux cuctem, ncnosnb3aytowmx API).

Ha cepBepe A0/MKHO BbITb YCTAaHOBNEHO He MeHee 4 ['b onepaTyBHO NnamMaTy 1 2 I'b ANCKOBOrO
npocTpaHcTBa.

1.1.3. Tpe6oBaHus K nopTam

Ta6nuuya 1.1. MopTbl

Cnyxo6a Mopt Mpotokon
[Ona goctyna K naHenu 2345 TCP
ynpassieHma Foreman

[nsa ceasm ¢ Smart Proxy 8000 TCP

[nsa pabotbl Puppet 8140 TCP



1.2. YctaHOoBKa PostgreSQL

Mepep ycTaHoBKoM Foreman HeE06X0AMMO YCTAaHOBUTL M MHULManM3npoBaTbk PostgreSQL Bepcun 11 n
BblLLe.

Ecnu 6a3a AaHHbIX Nepes yCTaHOBKOI He 6blsia yCTaHOBEHA W MHULMA/IM3UPOBaHa, TO
Foreman ycTaHOBUTCS HEKOPPEKTHO. [151 KOPPEKTHOI YCTAHOBKW NPUAETCS yAaNUTb NakKeT,
VHMLMaIM3npoBaTh 6a3y AaHHbIX Y YCTaHOBUTL 3aHOBO!

YcTtaHoBUTL PostgreSQL:
# apt-get install postgresqll4-server
Bepcus PostgreSQL MOXET 6bITb APYroi.

MoAroToBUTL K 3aMyCKy U HACTPOUTb CYX6bl PostgreSQL:

€037aTb CUCTEMHble 6a3bl AAaHHbIX:
# /etc/init.d/postgresql initdb
BK/THOUUTL MO YMO/TYAHUIO 1 3aMyCTUTb CIYXOY:

# systemctl enable --now postgresql.service

1.3. YctaHoBKa Puppet Server
YcTtaHOBUTL NakeTbl puppet, puppetserver v java-17-openjdk:

# apt-get install puppet puppetserver java-17-openjdk
Bepcus java MOXeT ObiTb ApYroi.

KoHdhmrypaumoHHble goaiinbl Puppet HaxogAaTtcs B katasore /etc/puppet/.

BHecTun nameHeHus1 B KOH(OUIypaumoHHeiin thainn /etc/puppet/puppet.conf:

[main]

certname = foreman.test.alt
server = foreman.test.alt
[master]

certname = foreman.test.alt
environment = production

B CEKLMM main HaxoAsTcsa rnobasibHble HACTPOIiKM CepBuca;
B cekunn master HaxogsTcs HacTpoliku cepeepa Puppet;

napameTp Server ykasbiBaeT K/IMEHTY, C KakuM CepBepoM paboTaTs;



napameTtp certname 3agaeT NMs, C KOTOPLIM KNNEHT ByAeT o6palLaTbCs K CepBepy.

Cnepytouime napameTpsl B dhaiine /etc/puppet/puppet.conf gomkHbl 6biTb
3aKOMMEHTMPOBaHbI:

[master]

# external nodes = /usr/lib/puppet-modules/puppetserver-foreman/files/
enc.rb
# node terminus = exec

[lns BO3MOXHOCTU co3aaHus haiinioB Ha areHTax Hy)XXHO OoTpedakTupoBarth thaiin /etc/puppet/
fileserver.conf:

[files]
path /etc/puppet/code/modules/files
allow *

3aI'IyCTI/ITb " ,El|06aBI/ITb B aBTO3arpy3ky CcepBUChbI:

# systemctl enable --now puppet
# systemctl enable --now puppetserver

MpoBepka paboTbl areHTa:

# puppet agent -t

Info: Using environment 'production'

Info: Retrieving pluginfacts

Info: Retrieving plugin

Info: Caching catalog for foreman.test.alt

Info: Applying configuration version '1696844601'

Info: Creating state file /var/cache/puppet/state/state.yaml

1.3.1. Pa6oTta c cepTuchnkatamm

Mo ymonyaHuio npy NepeoM 3arycke puppetserver BbinonHAeT yHkumio CA cepsepa, U reHepupyet
ceptudomkatbl B kaTanore /etc/puppet/ssl. B co3gaHHo Lenovke cepTudmkaTos, ceptudgoukatr CA
(ca.pem) aBniseTca caMonoANMCaHHbIM.

MOXHO co3faTb Lienoyky ¢ KOPHEBbIM cepTUdMKaToM root_key.pem, KOTOPbIM ¥ NOANULLIETCS
ceptudomkat CA, ecnv nepes NepsBbiM 3anyckoM puppetserver BbINoMHUTL KOMaHAY:

# puppetserver ca setup --certname foreman.test.alt --subject-alt-names
foreman.test.alt

rae B --subject-alt-names MoxHO uepes 3ansATyi0 NepPeUnc/IMTb asibTePHaTVBHbIE MMEHa XocTa.



Ecnu B ceTn Ucnonb3yeTcst HECKOMbKO puppetserver, LienecoobpasHo co3aarb NoAnvicaHHbIi
cepTmduKaT Ana KaxKaoro U3 aTMX CEPBEPOB M 3aTEM PacnpoCTPaHUTb CepTUMKaTbl Ha
COOTBETCTBYlOLME cepBepa. [1/11 3TOro criedyeT Ha OCTaHOB/IEHHOM puppetserver ca 3anycTutb
KOMaHzy:

# puppetserver ca generate --certname <umsa_cepBepa> --subject-alt-names
<MMs_XoCTa>,<anbTepHaTUBHOe_ UMs_XocCTa> --ca-client

BkNounTb/oTKOUMTL OYHKLMIO puppetserver ca MoXHO B thaiine /etc/puppetserver/
services.d/ca.cfg.

1.4. Foreman

1.4.1. YcTaHOBKa

YcTtaHoBKa Foreman:

# apt-get install foreman puppet-theforeman-foreman puppet-theforeman-
puppetserver-foreman

Mocne 06HOBMEHNS 6a3bl NAKETOB HEOOXOAMMO Nepe3anycTUTb CNYX6bl puppetserver n puppet:

# systemctl restart puppetserver
# systemctl restart puppet

MoarotoBuTh 3k3emnIgp Foreman, BbINOMHMB KOMaHA4Y:

# railsctl setup foreman || echo "Ouubka noprotoBKM"
Work dir is '/var/lib/foreman'

Processing rails application 'foreman' setup...
Applying variables from '/etc/sysconfig/foreman'
Renewing dependencies...

Initializing secret...

Initializing encryption key...

Initializing database...

Checking migration and seeds...

Generating API cache...

Cleaning. ..

Login credentials: admin / 9T7Z8SzYXMtghJFr

B cTpoke Login credentials 6yayT ykasaHbl 1OTMH U aBTOMATMYECKM CO3AaHHbIA Naposb
agMuHucTparopa.

' MpumeuyaHue

Maponb 1 NOrMH aAMUHUCTPATOPA CO34at0TCA aBTOMATUYECKM 1 BO3BPALLAIOTCA CKPUMTOM
HacToliKkW. MoNy4nTb NOTVH 1 NApPOsib MOXHO, BbINOHUB C/IEAYHOLLYI0 KOMaHAY:



# grep "Login credentials" /var/log/foreman/ -r
/var/log/foreman/db setup.log:Login credentials: admin / 9T7Z8SzYXMtghJFr

3anyctuTb 1 fo6aBnTb B aBTO3arpy3ky cnyxoy foreman:

# systemctl enable --now foreman

Foreman 6yget goctyneH no agpecy https://localhost:2345:;

Bxog x |+ v — & X

& > (C A Hesawumueno | httpsi//foreman.test.alt:2345/users/login Q < w » A = O 2

OoObpo noxanoBaTb

BonguTe B CBOK yYETHYHO 3anuch

Version 3.5

MoTpebyeTcs NOATBEPAUTL COrlacue Ha NoAK/IoUeHNe.

1.4.2. HacTtpoiika napameTpoB
[o6aeuThb B thaiin /etc/foreman/settings.yml napametpsi:

:trusted hosts: [foreman.test.alt,foreman,192.168.0.0/24]
:host details ui: false

B napametpe trusted_hosts Heo6xoamMmo ykasaTb CIMCOK MMEH XOCTOB, IP-agpecoB wan nogceTei,
C KOTOpbIX 6yAeT NpUHUMaTbCS MHOPMaLMs 0 XOCTax.



lMocne BHECEHMA U3MEHEHUIA B KOHCDUIYPaLMOHHbIA (haitn Heo6XxoAMMO nepesanyCcTuTb CAYXOY
foreman:

# systemctl restart foreman

3agaTb 3HaYeHNe NapamMeTPoOB Takke MOXHO B Beb-nHTepdpelice Foreman. 19 3Toro Heo6xo4numo
nepertn B ApMUHUcTpaTtop — MapameTpsbl.

Onsa HacTpolikn napameTtpa trusted_hosts Bbibpath Bknagky besonacHoCcTb M npoBepka
NOANIMHHOCTM, cTpoka Trusted hosts:

MapameTpbl X | + v - & X
& > (C A Hesawwmueno | httpsi/foreman.test.alt:2345/settings Q < 7w & A = 0O 2 :
. FOREMAN Default Organization ~  Default Location - L & AdminUser «
Habniopexuue >
MapameTpbl
X  Qnlouck W~ @ Cnpaexa
HacTpoitka O6wue BesonacHOCTb U NPOBEpPKa NOANIMHHOCTH Email Yeegomnexus MogroToBska QakTbl C:»P‘\g Management
Template Sync Tasks YpaneHHoe BbinonHeHne Disc Ansible Chef Monitoring
a Wudp ypa
WUmsa 3HaueHue OnucaHue
OAuth BrnioyeH na Foreman will use OAuth for API authorization
£ AgmuHucTpaTop e —
pE OAuth consumer key
OAuth
CeXpeTHbIN KMoy
i OAuth consumer secret

knuexTa OAuth

When enabled, Foreman will map users by username in request-header. If this is
Bxniouuts OAuth No
disabled, OAuth requests will have admin rights

Failed login attempts Foreman will block user logins from an IP address after this number of failed login

limit attempts for 5 minutes. Set to O to disable bruteforce protection
OrpaHuyuTL - - =
fa Only known Smart Proxies may access features that use Smart Proxy
3apEerucTPUpOBaHHLIMM
P authentication

Kancynamu

. . List of hostnames, IPv4, IPv6 addresses or subnets to be trusted in addition to
Trusted hosts [foremantestalt, foreman, . ,

Smart Proxies for access to fact/report importers and ENC output

CepTuduxar SSL MycTo SSL Certificate path that Foreman would use to communicate with its proxies

Ons HacTpoiikn napameTtpa host_details_ui cneayet Bbibpath Bknaaky 06wmue, ctpoka New host
details UI.



. FOREMAN Default Organization v  DefaultLocation - L & AdminUser

MapameTpbl
X  Qouck (M~ @ Cnpaska
Obwyue Be3onacHocTs 1 NpoBepka NOANUHHOCTH Email Yeepomnenus MoaroToska DakTbl Config Management
Template Sync Tasks YaaneHHoe BbinonHeHue Discovery Ansible Chef Monitoring
Wmsa 3HaueHue OnucaHue
Aapec root@test.alt The default administrator email address
£+ Anmunuctparop> aamMuHUCTpaTopa s
R F i
Foreman URL http://foremantest.alt URL where your Foreman instance is reachable (see also Provisioning >
unattended_url)
3anuceit Ha ctpatnye 20 Number of records shown per page in Foreman
(0}
noxerisoe Should the “foreman-rake db:seed " be executed on the next run of the installer
3anonHeHue Gasbl No
modules?
[AaHHbIX
Smart Proxy request 60 Open and read timeout for HTTP requests from Foreman to Smart Proxy (in
timeout seconds)
Login page footer Version $VERSION Text to be shown in the login-page footer. Keyword $VERSION is replaced by
text current version.
HTTP(S) proxy Mvero Set a proxy for all outgoing HTTP(S) connections from Foreman. System-wide
proxies must be configured at the operating system level.
HTTP(S) proxy 0 Set hostnames to which requests are not to be proxied. Requests to the local host
except hosts are excluded by default.
Show Experimental No Whether or not to show a menu to access experimental lab features (requires
Labs reload of page)
GETELICEIE la Foreman will append domain names when new hosts are provisioned

names to the host

Duration in minutes after servers are classed as out of sync. This setting is

Vkrepsan notepu 30 overridden by specific settings from config management tools (e.g. puppet_inteval,

CURXpOHUSALIN ansible_interval).

Foreman UUID 5439cfa0-db0e-4f64-bc4... Foreman instance ID, uniquely identifies this Foreman instance.

Default language Mycto Language to use for new users

Default timezone Mycto Timezone to use for new users

Instance title Mycto The instance title is shown on the top navigation bar (requires a page reload).
Saved audits interval Iycto Duration in days to preserve audits for. Leave empty to disable the audits cleanup.
New host details Ul [ No ]Foreman will load the new Ul for host details

MpumeuaHne

HacTtpoiikn, onpeaenéHHble B KOHUIypaunoHHOM dhaiine, Henb3s UISMEHUTL B BEO-
nHTEpgelice.

1.5. YcTaHOBKa Smart Proxy

Smart proxy — CpefCcTBO BbINONHAOLWEE, BCNOMOraTe/ibHy0 A1 apXUTekTypbl Foreman, doyHKUMIO B
opraHusauuy npotecca Beoga B paboTy HOBOro xocTta. [/ yMeHbLUEHWA 3aepXeK B SKCnyaTauuu,
OH MOXET 6bITb pasMelleH Ha MK BmecTe co cnyx6oii Foreman unu Ha 6nuscTosiem MK, Smart proxy
TakKke 4acTo HasblBaeTcs Kak Foreman proxy.

MpuveyaHue

Mepepn ycTaHOBKOI Smart proxy Heo6xoammo y6eanTbesi, YTo Foreman ycTaHOBNEH U
VHALMANN3NPOBAH.

YcTaHOBKa nakeTa NpeaoCcTaB/IsoWEro qoyHKLUMOHa NPOKCH:



# apt-get install smart-proxy

Mpep 3anyckoM cepBuca He06X0AMMO M3MEHUTL COAEPXUMOE CNeaytoLLmx alinos:

thaiin /etc/smart-proxy/config/settings.d/puppetca_http_api.yml:

# URL of the puppet master itself for API requests.

:puppet_url: https://foreman.test.alt:8140

#

# SSL certificates used to access the CA API.

:puppet _ssl ca: /etc/puppet/ssl/certs/ca.pem

:puppet_ssl cert: /etc/puppet/ssl/certs/foreman.test.alt.pem
:puppet_ssl _key: /etc/puppet/ssl/private_keys/foreman.test.alt.pem

thaiin /etc/smart-proxy/config/settings.d/puppet_proxy_puppet_api.yml:

# URL of the puppet master itself for API requests.

:puppet _url: https://foreman.test.alt:8140

#

# SSL certificates used to access the puppet API

:puppet _ssl ca: /etc/puppet/ssl/certs/ca.pem

:puppet_ssl cert: /etc/puppet/ssl/certs/foreman.test.alt.pem
:puppet _ssl key: /etc/puppet/ssl/private keys/foreman.test.alt.pem
#

# Smart Proxy api timeout when Puppet's environment classes api is used and
classes cache is disabled

:api_timeout: 30

thaiin /etc/smart-proxy/config/settings.d/puppetca.yml:
#

# PuppetCA management

# Can be true, false, or http/https to enable just one of the protocols

:enabled: http

# valid providers:

# - puppetca hostname whitelisting (verify CSRs based on a hostname
whitelist)
# - puppetca token whitelisting (verify CSRs based on a token whitelist)

:use_provider: puppetca hostname whitelisting
# Puppet version used
:puppet _version: 7.20.0

thaiin /etc/smart-proxy/config/settings.d/puppet.yml:

# Can be true, false, or http/https to enable just one of the protocols
:enabled: http

# valid providers:

# puppet proxy mcollective (uses mco puppet)

#  puppet proxy ssh (run puppet over ssh)

# puppet proxy salt (uses salt puppet.run)



# puppet proxy_ customrun (calls a custom command with args)
#:use provider: puppet proxy customrun

# Puppet version used

:puppet_version: 7.20.0

thaiin /etc/smart-proxy/config/settings.d/
puppetca_hostname_whitelisting.yml:

#

# Configuration of the PuppetCA hostname whitelisting provider
#

rautosignfile: /etc/puppet/autosign.conf

thaiin /etc/smart-proxy/config/settings.d/facts.yml:

# Can be true, false, or http/https to enable just one of the protocols
:enabled: true

MpoBepnTb HaslMume haiina /etc/puppet/autosign. conf u yctaHoBNEHHbIE HA HETO pa3peLLEeHMs
(rw-rw-r--):

# 1s -1 /etc/puppet/autosign.conf
Ecnu chaiina HeT, co3aaTtb 1 YCTaHOBUTbL Ha HETO paspeLUeHus:

# touch /etc/puppet/autosign.conf
# chmod 664 /etc/puppet/autosign.conf

Ans cBsA3n Smart proxy ¢ Foreman B paiine /etc/smart-proxy/config/settings.yml ykasatb
cnegyoume napameTpbl:

:trusted hosts: [foreman.test.alt,localhost]
:foreman url: https://foreman.test.alt:2345
:foreman ssl ca: /etc/foreman/rootCA.pem
:foreman _ssl cert: /etc/foreman/ssl cert.pem
:foreman ssl key: /etc/foreman/ssl key.pem

Ecnu He co3paBasiach Lienoyka ¢ KOpHEBLIM CEPTUCIMKATOM root_key.pem, napameTpbl
foreman_ss1.. B haiine /etc/smart-proxy/config/settings.yml moryT GbiTb Takue:

:foreman ssl ca: /etc/puppet/ssl/certs/ca.pem
:foreman _ssl cert: /etc/foreman/ssl cert.pem
:foreman ssl key: /etc/foreman/ssl key.pem

3anyck n gobasreHve B aBTo3arpysky ciyx6bl smart-proxy:

# systemctl enable --now smart-proxy



Smart proxy 6yaeT gocTyneH ans 3anpocoB Foreman no aapecy http://localhost:8000.
MpoBepka (Ao/mkeH 6bITb YCTAHOBNEH NakeT telnet):

# telnet localhost 8000

1.5.1. HacTtpoiika nogkntovyeHusa Foreman n Smart Proxy

HacTpoiika coeamHeHnst Foreman n Smart Proxy nponssoanTtcsi B Be6-nHTepgeiice Foreman. Cnegyet
nepeiitn B UncppacTpyktypa — Kancynbl n Haxatb kHornky Co3patbe CmapTt lpokcu (v nepeiitu
no npsimoii ccoinke https://foreman.test.alt:2345/smart_proxies/new):

@ roremaN a

Habnwogenne

Hactpoika

MndbpacTpyKTypa CwmapT Npokecu

Monb3osatens » CwmapT lNpoken npegoctasnsoT RESTful APl ons ynpasneHus
Takumu nogcuctemamu, kak DNS, DHCP n TFTP.

AmuHMCTpaTOp 3a nogpobHoit MHopmaumeln obpatuTech K4OKYMEHTaUuUs

Opranusaymm > Co3patb Cmapt lNpokcu

MecTononoxeHuy

. FOREMAN Default Organization v  Default Location v L 8 AdminUser ~

Habniogexnune >

CwmapT NMpoken

% | Qrlouck | A~ Coapate Cmapt Mpokcu | [SX&ETTH
Hacrpolika > Wma Mecrononoxenua OpraHusaummn DyHKUMN CocrosHue  [JeifcrBun
smartl Default Location Default Organizati Logs ® [TER—

UudpacTpykTypa

AOMWHUCTpPaTOpPY

B oTkpbiBLLEMCS OKHE B none UMa Heobxoammo ykasatb nmsa Smart Proxy, B none URL ykasaTb agpec
http://foreman.test.alt:8000 1 HaxaTtb kHONKy MMPUMEHUTD:



@ roremaN

Habnwogenve > Cmaptpokcn > Create Proxy

CmapT MNpokcu MecTononoxeHna OpraHu3auum

HacTtpoika

Nms *

smart]

WHdpacTpykTypa JOMKHO OblTb YHUKANbHbLIM

URL®*
MNonb3oBatens » http://foreman test.alt:8000

HTTPS endpoint

AaMuHucTpaTtop )

oo [

Opranuszauymm >

MecTononoxeHup

3anyctuTb (Y4epes nepesanyck) cnyx6y smart-proxy:

# systemctl restart smart-proxy

1.6. HacTtpoiika mogyna ENC gna BsanmogencrTeus ¢
Puppetserver

Cozpartb haiin /etc/puppet/foreman.yaml:

# Update for your Foreman and Puppet master hostname(s)
:url: "https://foreman.test.alt:2345"

:ssl ca: "/etc/puppet/ssl/certs/ca.pem"

:ssl _cert: "/etc/puppet/ssl/certs/foreman.test.alt.pem"
:ssl_key: "/etc/puppet/ssl/private keys/foreman.test.alt.pem"
# Advanced settings

#:puppetdir: "/opt/puppetlabs/server/data/puppetserver"
:puppetdir: "/var/lib/puppetserver"

:puppetuser: "puppet"

:facts: true

:timeout: 10

:threads: null

Mocne Toro kak Foreman ycTaHOB/IEH U K HEMY NOAK/OYEH(-bl) Smart_Proxy, Heo6Xxo4MMo BHECTM
n3meHeHus B haiin /etc/puppet/puppet.conf.

B doaiin /etc/puppet/puppet.conf Heobxogumo 1o6aBUTL/PAaCKOMMEHTUPOBATL CTPOKN:



[master]

external nodes = /usr/lib/puppet-modules/theforeman-puppetserver-foreman/
files/enc.rb
node terminus = exec

lMocne BHECEHMSA N3MEHEHUIA B KOHGIUIYPaLMOHHbIA doain Puppet Heobxoanmo nepesanycTuTb CyXObI
puppetserver n puppet:

# systemctl restart puppetserver
# systemctl restart puppet

B pesynbTarte 3anycka cepsuca puppet, Tekywuii cepsep 6yaeT Ao6aBNeH B CIUCOK yNpaBiseMbiX.

[na no6aBneHns cepBepHOl HOAbI B CMMCOK YNpPaBnsieMbIX Y3/10B MOXHO BbINOMHUTL KOMaHAY:

# /usr/lib/puppet-modules/theforeman-puppetserver-foreman/files/enc.rb
foreman.test.alt

Ecnn npu 3anycke ENC-ckpunTa BbIBOAUTCA CO0OLEHNE 06 OLIMOKE:

foreman.test.alt: During the fact upload the server responded with: 403
Forbidden. Error is ignored and the execution continues.

{

"error": {"message":"Access denied", "details":"Missing one of the
required permissions: upload facts","missing permissions":["upload facts"]}

}

Serving cached ENC: Error retrieving node foreman.test.alt:

Net: :HTTPNotFound

Check Foreman's /var/log/foreman/production.log for more information.
Unable to read from Cache file: No such file or directory @ rb_sysopen - /
var/lib/puppetserver/yaml/foreman/foreman.test.alt.yaml

Heo6xoaumo B oaiine /etc/foreman/settings.yml yctaHoBuTb Napamertp:
irestrict registered smart proxies: false
W nepesanyctnte Foreman:

# systemctl restart foreman

MpoBepka paboThbl areHTa:



# puppet agent -t

Info: Using environment 'production'

Info: Retrieving pluginfacts

Info: Retrieving plugin

Info: Caching catalog for foreman.test.alt

Info: Applying configuration version '1691592405'
Notice: Applied catalog in 0.02 seconds

1.7. Jo6aBneHue njaaruHoB

1.7.1. HacTtpoika 6ecnaposibHOro gocryna no ssh

leHepauna SSH-knova:

# ssh-keygen -t ed25519 -f ~/.ssh/id_ed25519 -N ''

CkonupoBsatb ﬂy6ﬂI/ILIHyIO yacTb SSH-ko4a Ha KIMeHT 414 Nnonb3oBaTens user:

# ssh-copy-id -i ~/.ssh/id_ed25519.pub user@clientl.test.alt

CkonupoBatb Ny6snMyHyto YacTb SSH-koua Ha KMeHT Ansg agMmuHucTpatopa. [Ansa atoro
noakn4aeMcs K KIIMeHTY M MO root Konvpyem nyo6nyHyo YacTb KNova:

# ssh user@clientl.test.alt

[user@clientl ~1% su -

Password:

[root@clientl ~]# cat /home/user/.ssh/authorized_keys >>.ssh/authorized_keys
[root@clientl ~]1# exit

BbIXO[

[user@clientl ~1% exit

BbIXO[

Connection to clientl.test.alt closed.

1.7.2. NlHTepaKkTMBHasA yCTaHOBKa

YcTaHoBUTb NakeT ansible:
# apt-get install ansible

[ns nonyyeHns cnmcka xocToB ansible o6palaeTcs k cpaiiny /etc/ansible/hosts. Co3gats chaiin
/etc/ansible/hosts co cnepyowym cogepxumbim:

[agents]

clientl.test.alt

client2.test.alt

[agents:vars]

ansible user=root

ansible python interpreter=/usr/bin/python3

MpoBepuTb paboTy ansible, BbINO/THMB «ping» Ha rpynny XocToB agents:



# ansible -m ping agents
clientl.test.alt | SUCCESS => {
"changed": false,
Ilpingll: Ilpongll
}
client2.test.alt | SUCCESS => {

"changed": false,
Ilpingll : Ilpongll
}

Cosgarth (paiin /etc/smart-proxy/config/settings.d/ansible.yml co cnegyiowmm
COAEPXNMbIM:

:enabled: true
:ansible dir: /usr/lib/foreman
:working dir: /tmp

1.7.3. HacTtpoiika nnarnHa TFTP

Ona 3apeiicTBoBaHUsA oyHKUMK pa6oTbl ¢ TFTP-cepBepoM HEO6X0AMMO CO3AaTb U OTPEAaKTMPOBATh
thaiin /etc/smart-proxy/config/settings.d/tftp.yml. MoxHo B3sTb 3a OCHOBY (haiin /
etc/smart-proxy/config/settings.d/tftp.yml.example:

# cp /etc/smart-proxy/config/settings.d/tftp.yml.example /etc/smart-proxy/config/
settings.d/tftp.yml

MpuBecTu cogepxumoe caiina /etc/smart-proxy/config/settings.d/tftp.yml k Bugy:

# Can be true, false, or http/https to enable just one of the protocols
:enabled: true

#:tftproot: /var/lib/tftpboot

# Defines the TFTP Servername to use, overrides the name in the subnet
declaration

:tftp servername: foreman.test.alt

# Defines the default connection timeout in seconds needed to download tftp
artifacts

# like initrd and vmlinuz. Default value 10 seconds

#:tftp_connect timeout: 10

# Defines the default certificate action for certificate checking.
# When false, the argument --no-check-certificate will be used.
#:verify server cert: true

1.7.4. HacTtpoiika nnarnHa DHCP

N5 NoAKNoUYEHNs1 BO3MOXHOCTM UCMo/ib3oBaTb DHCP Heo6xoAvMmo co3aaTh U 0TpeAakTUpoBaTh dhaiin
/etc/smart-proxy/config/settings.d/dhcp_isc.yml. MoxHo B3aTb 3a ocHOBY chaiin /etc/
smart-proxy/config/settings.d/dhcp_isc.yml.example:

# cp /etc/smart-proxy/config/settings.d/dhcp_isc.yml.example /etc/smart-proxy/
config/settings.d/dhcp_isc.yml



MpuBecTun cogepxmmoe cpaiina /etc/smart-proxy/config/settings.d/dhcp_isc.yml k Buay:

#
# Configuration file for ISC dhcp provider
#

:config: /etc/dhcp/dhcpd.conf
:leases: /var/lib/dhcp/dhcpd/state/dhcpd.leases

Redhat 5
:config: /etc/dhcpd.conf
Settings for Ubuntu

:config: /etc/dhcp3/dhcpd.conf
:leases: /var/lib/dhcp3/dhcpd.leases

HoH R H H R HHHR

Specifies TSIG key name and secret
:key name: secret key name
:key secret: secret key

H* H B

:omapi _port: 7911

# use :server setting in dhcp.yml if you are managing a dhcp server which is not
localhost

B chaiine /etc/smart-proxy/config/settings.d/dhcp.yml Heo6xoammo ykasaTh napameTpsi
DHCP. MoxHo B35iTb 3a OCHOBY (paiin /etc/smart-proxy/config/settings.d/
dhcp.yml.example:

# cp /etc/smart-proxy/config/settings.d/dhcp.yml.example /etc/smart-proxy/config/
settings.d/dhcp.yml

MpuBecTu cogepxumoe taiina /etc/smart-proxy/config/settings.d/dhcp.yml k Bugy:

# Can be true, false, or http/https to enable just one of the protocols
:enabled: true

valid providers:
- dhcp_isc (ISC dhcp server)
- dhcp_native ms (Microsoft native implementation)
- dhcp libvirt
:use _provider: dhcp isc
:server: 192.168.0.148
# subnets restricts the subnets queried to a subset, to reduce the query time.
:subnets: [192.168.0.0/255.255.255.128, 192.168.0.128/255.255.255.128]

#
#
#
#

# Perform ICMP and TCP ping when searching free IPs from the pool. This makes
# sure that active IP address is not suggested as free, however in locked down
# network environments this can cause no free IPs. Enabled by default
:ping_free ip: true

Ecnn DHCP-cepBep pacnonaraeTcs Ha O4HOM CepBepe C CepBepoM smart-proxy, Heo6xo4Mmo
[o6aBuTb Nosb3oBartend _smartforeman B rpynnsl named u dhcp:



# gpasswd -a _smartforeman named
# gpasswd -a _smartforeman dhcp

UT0o6bl NOMb30BaTe/lb _smartproxy cMor ymTatb thaiin koHgurypaumm DHCP-cepsepa cneayet

yCcTaHoBUTb aTpnbyThl Ha dpaiin /etc/dhcp/dhcpd. conf:

# chmod 644 /etc/dhcp/dhcpd.conf

1.7.5. MpoBepka Bepcuii

[MpoBepuThL Bepcuto smart-proxy 1 NnogKIHYEHHbIX NIarnHoB MOXHO, ucnons3ya API-3anpoc:

$ curl -k -H "Accept: application/json" http://localhost:8000/version

{"version":"3.5.1", "modules":

{"ansible":"3.5.0","facts":"3.5.1","tftp":"3.5.1", "puppetca":"3.5.1", "puppet":"3.

5.1","logs":"3.5.1"}}
Bepcun nogknoyeHHbIX NaarMHoB B BeG-nHTepheiice:

‘ FOREMAN Default Organization v  Default Location v

HaGniopexue Cmapr Mpokcu > smartl

O63op Cnyx6b: Logs Puppet LlenTp ceptudpukaumm Puppet

Ansible
it Wudpactpyktyp2 Bepcusa 3.5.0
Facts
AamuHucTpaTop > Bepcusa 3.51

TFTP
Bepcus 3.51
Cepsep foreman.test.alt
TFTP

1.8. HacTpoika areHTa Puppet
3agartb areHty nosHoe gomeHHoe nms (FQDN):

# hostnamectl set-hostname clientl.test.alt
YcTtaHOBUTL NakeTbl puppet v java-17-openjdk:

# apt-get install puppet java-17-openjdk

Bepcus java MOXeT BbiTb ApYroi.

L & AdminUser v

Oencrena + Wsmenutsb | | Yoanute

MpuBecTy KoHMUrypauroHHbIin dhaiin Puppet (/etc/puppet/puppet. conf) k Buay:



[agent]
server = foreman.test.alt

3anyctuTb cnyx6y puppet:

# systemctl enable --now puppet

Mpn nepBom 3anycke KNueHTckasa cryx6a Puppet Agent oTnpaBuT Ha Puppet Server 3anpoc Ha
nognuce ceptudmkata. 418 NpocMoTpa cnucka 3anpocoB Ha NOANMUCh cepTudonkaTa MOXHO BbINOSHUTb
Ha cepBepe cnenyoLLyo KoMmaHay:

# puppetserver ca list

Requested Certificates:

clientl.test.alt (SHA256) A9:55:45:0B:47:70:B0:04:52:9B:
91:28:88:77:25:E3:95:2D:65:80:68:B2:D3:3E:73:BC:62:21:1B:8B:30:C6

Moanucarb cepTudukar:

# puppetserver ca sign --certname clientl.test.alt
Successfully signed certificate request for clientl.test.alt

Mognucatb cepTudmkaT MOXHO M B BeG-MHTepdpeiice Foreman. [1ns aToro cnegyeT nepentn B
NHdpacTpykTypa — Kancynbl BbiGpaTb HyXHbliA Smart Proxy, nepeiitu Ha Bknaaky LileHTp
ceptudukaumm Puppet — Ceptudmkarbl. 34eCb HYXXHO BblGpaTh cepTUdIMKaT N HaxkaTb KHOMKY
Mopnucarthb:

‘ FOREMAN Default Organization v  Default Location v LD & AdminUser ~

Habnioaexue CmaptMpoke > smartl | 0

OeitcTeus v || M3meHuTb | | Yaanutb
O0630p Cnyx0bl Logs Puppet LleHTp cepTudmkauum Puppet
HacTtpoiika
OGwme CepTudukatsl ABTOMATHYECKaR NOANUCH
WHdpacTpykTypa Mowuck: OUNETPOBaTh NO COCTORHUIO: | AEWCTBUTENEH UK OXUAAET V|
Vs cepTudukata CocTosiHMe = BcTynun B cuny UcTekaet OTtnevarok  [eicTeus
AamuHucTpaTop >
clientltestalt oXugaHve HeT HeT 31:96:79:90.
foremantestalt feicteuteneH 9 daysago in15years BA:95:4F:0. Otossatb
client2testalt pewvctButeneH 2 days ago in5years 1D:4F:09:0 Otossatb

Showing 1to 3 of 3 entries 1 of1

lMpoBepka pa60TbI areHTa Ha K/IMEeHTCKOM MaluuHe nocne noanncaHuA cepTl/lcbleaTa:

# systemctl stop puppet

# puppet agent -t

Info: csr_attributes file loading from /etc/puppet/csr _attributes.yaml

Info: Creating a new SSL certificate request for clientl.test.alt

Info: Certificate Request fingerprint (SHA256): 77:C6:94:A3:DC:A2:FB:04:A6:A5:3E:
79:E3:04:79:2E:48:C4:E5:B0:1B:36:3F:10:71:59:DB:AB:C7:23:5B:19

Info: Downloaded certificate for clientl.test.alt from https://foreman.test.alt:
8140/puppet-ca/vl

Info: Using environment 'production'

Info: Retrieving pluginfacts



Info: Retrieving plugin

Info: Caching catalog for clientl.test.alt

Info: Applying configuration version '1696874994'
Notice: Applied catalog in 0.02 seconds

MOBTOPHO 3anycTUTb CyX6y:

# systemctl start puppet

1.9. OTnagka

1.9.1. Puppet

YpoBeHb XypHanMpoBaHusa Foreman yctaHasnimBaetcs B chaiine /etc/foreman/settings.yaml:

:logging:
:level: info
:production:
:type: file
:layout: pattern

OTnagoyHas nHdopmauusa Puppet go6asnsieTcs B cregytoLime daiinsl xypHana:
/var/log/puppetserver/puppetserver-daemon.log
/var/log/puppetserver/puppetserver.log
/var/log/puppetserver/puppetserver-status.log

OtnapoyHas nHdopmaumsa Puppet Agent go6aensieTcs B cnegytowme daiinbl XypHana:

/var/log/puppet/

1.9.2. Foreman

YpoBeHb XypHanMpoBaHua Foreman yctaHasnimBaetcs B chaiine /etc/foreman/settings.yaml:

:logging:
:level: info
:production:
:type: file
:layout: pattern

OTnapoyHas nHchopMauua Foreman go6asnsietcs B crefytolime daiinibl xypHana:
/var/log/foreman/apipie_cache.log
/var/log/foreman/bundle.log
/var/log/foreman/db_setup.log
/var/log/foreman/generators.log

/var/log/foreman/key_generation.log



/var/log/foreman/nginx_access.log
/var/log/foreman/nginx_error.log
/var/log/foreman/production.log

/var/log/foreman/tmp_clear.log

1.9.3. Smart Proxy

YpoBeHb XypHannpoBaHus Smart Proxy ycTaHaBnnsaetcs B cpaiine /etc/smart-proxy/config/
settings.yml:

:log file: /var/log/smart-proxy/proxy.log
:log level: DEBUG

OTnagoyHas nHdopmauus Smart Proxy fo6asnsiercsa B cnegytowme aiinbl xypHana:
/var/log/smart-proxy/proxy.log

/var/log/foreman/run_errors.log
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